FTC Safeguards Rule 2023

The purpose of the Safeguards Rule, is to protect the security of customer information. It
reflects core data security principles that all covered companies need to implement.,

Who’s covered by the FTC Safeguards Rule?
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The Safeguards Rule applies to financial institutions subject to the FTC's jurisdiction and that
aren't subject to the enforcement authority of another regulator under section 505 of the
Gramme-Leach-Bliley Act. Some examples of that are:
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What Customer Information needs to be protected?

“any record containing nonpublic personal information about a customer of

a financial institution, whether in paper, electronic, or other form, that is
handled or maintained by or on behalf of you or your affiliates.”

Your information security program must be written and it must
be appropriate to the size and complexity of your business, the
nature and scope of your activities, and the sensitivity of the
information at issue.
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What does the Safeguards Rule require companies to do?
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Implement Maintain Administrative Technical Physical

Safeguards designed to protect customer information

What are the requirements of “Information security program”?

9 elements that your company’s information security program must include:

Designate a Qualified Individual (QI) to implement and supervise
an information security program. The QI maybe an MSSP.

Conduct a Risk Assessment.

Design and implement safeguards to control the risks identified
through your risk assessment.

Regularly monitor and test the effectiveness of your safeguards.

Implement Security Awareness Training.

Monitor your service providers.

Keep your information security program current.

Create a written incident response plan.

Require your Qualified Individual to report to your Board
of Directors.
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